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Legal Disclaimer

The information, examples and suggestions presented in this material have been developed from sources
believed to be reliable, but they should not be construed as legal or other professional advice. CNA accepts no
responsibility for the accuracy or completeness of this material and recommends the consultation with
competent legal counsel and/or other professional advisors before applying this material in any particular factual
situations. This material is for illustrative purposes and is not intended to constitute a contract. Please remember
that only the relevant insurance policy can provide the actual terms, coverages, amounts, conditions and
exclusions for an insured. All products and services may not be available in all states and may be subject to
change without notice.

The examples provided in this material are for illustrative purposes only and any similarity to actual individuals,
entities, places or situations is unintentional and purely coincidental. In addition, the examples are not intended
to establish any standards of care, to serve as legal advice appropriate for any particular factual situations, or to
provide an acknowledgement that any given factual situation is covered under any CNA insurance policy.

“‘CNA” is a registered trademark of CNA Financial Corporation. Certain CNA Financial Corporation subsidiaries
use the “CNA” trademark in connection with insurance underwriting and claims activities.
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What Is a crisis to
you?
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What is crisis management?

Crisis Management: The
overall coordination of an
organization’s response
to a crisis, in an effective,
timely manner, with the
goal of avoiding or
minimizing damage to an
organization’s people,
profitability, reputation,
and ability to operate.

CNA Source: NFPA 1600 Standard on Continuity, Emergency and Crisis Management, 2019 Edition 4



What leads to a crisis?
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How crisis management enables business resilience

Management Disciplines

Risk
Management ‘
Business
Continuity

\\Management

Business
Resillience

The ability to prepare for and adapt to
changing conditions in order to
withstand and recover rapidly from
disruptive incidents.

| Crisis 7
Management Operational
Resilience

CNA ISO 22316 - Security and resilience — Organizational resilience — Principles and attributes 5



How crisis management enables business resilience

CNA 2023 Strategic Business Resilience Report



https://www.cna.com/web/wcm/connect/61c01195-e6da-42e1-bc92-d6f69bd078a8/rc-cna-strategic-business-resilience-report-2023.pdf?MOD=AJPERES
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Crisis management planning considerations

SECOND
MATTERS
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Example response structure

Considerations for your response structure

Overview
Corporate * Resilience Policy establishes roles and responsibilities
Crisis » Resilience Steering Committee oversees and supports all activities
Management « Corporate Crisis Management Team is led by the CEO or designate

Site Incident Response Team led by designated “Site Head”
Project Site Incident Response Team led by “Project Lead”

Incidents with the potential for a broader impact are escalated to Corporate
Crisis Management Team

Project Site
Incident
Response
Team(s)

SIRT Leader Action

Contact CCMT Leader or Designate
Manage local response and support
CCMT decisions/communications
Notify CCMT of potential impact
Manage local response and keep
CCMT updated
Isolated impact with no Manage local response

Level Incident Impact/Threat

Home Office
Site Incident
Response
Team

High probability for
companywide impact

Localized with potential for

A .
L wider impact

Workshop Site
Incident
Response
Team

Green

potential for wider impact Update local leadership as appropriate

CNA Source: CNA Business Resilience Consulting Services 10



How the response and recovery structures work

Responding to disruptive incidents

‘| RESPOND |

CNA

Emergency

W Response

Engage local responders
Address life safety

Fix the problem

Assess the impact

Engage insurance
provider

Direct company response
Manage employee and

Business

' Recovery

Understand impact
« Plan/design recovery steps
* Implement recovery plan
« Direct company response

« Manage employee and
stakeholder needs

stakeholder needs

Plan Type: Incident Management
Business Continuity Management
Crisis Management

Return to
normal

Plan/design resources to
restart operations

Implement restart plan
Direct company response

Manage employee and
stakeholder needs

11



Practice

CNA



Sample Crisis Tabletop Exercise Meeting

Documents needed for this meeting:

» Corporate Crisis Management Plan

« After Action Review (AAR) template to capture
attendees, scenarios reviewed, what worked well
and action plan for improving the crisis response
capability

Exercise Introduction 10 Minutes
Response Team tabletop exercise 30 minutes
Exercise debrief — Complete the 20 minutes

After-Action Review (AAR)

Create
AAR

Perform
Exercise

Post plan
and AAR

CNA

Key Outcomes

» Attendees understand and identify improvements for their crisis
management plan

» Attendees more prepared to direct the organization’s response for
a crisis incident

The exercise should
simulate a realistic
disruption so your

crisis team can
practice their
response.

(like a flight simulator)
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Exercise Scenario

EXE RC I S E EXA M P L E (Senior Leader Notified @ 6:45 AM)

Building Fire

= Fire department arrived at 6:01 AM Sunday
morning to your site which was fully engulfed in
flames

» Responders need to understand building content
before entering

= Media are on site and asking for a statement from
your company

Discussion Points

(10 minutes)

1. Review the Corporate Crisis Management Team
plan:

a) Agree what actions need to be taken and who
on the team would be responsible for
completing.

b) Is there any information you should have in your
plan to help with crisis response?

2. Make notes of any improvements for the exercise

CNA debrief and AAR report. .




Exercise scenarios to consider

Place each situation number in the area that represents the team and plans that would need to be
Immediately activated.

9 Technology failure
due to cyber attack

0 Company vehicle
accident; serious
injuries to employees
and family in minivan

Crisis
Management

Incident
Management

@ Informed of a water pipe
bursts which damages 12 of
20 stories near completion

9 Home office fire
destroys building and
content

@ Former employee
returns to office with
a weapon

9 Two employees criticality
injured and one fatality

red & Business Continuity
on job site

Management

CNA .
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What is your current/desired state?

@ Current State
@® Desired State

1 &

Informal

Response
— structure

created at

time of

disruption

3 A
_| Managed
2 Established Response
plans and
Defined Response plans team
Response and teamsin - 4cijvities
: place with tracked
= structure in .. ed,
. regular training  onitored
place with and exercises q
roles and an
action plans improved

Response Structure Program Maturity

Optimized

Sustained
response
capability and
resilient
mindset
drives
business
strategy

CNA




Thank you!

Handout available

CNA

Crisis Management

Consider the following actions to improve your ability to respond effectively to
incidents that escalate into a crisis for your organization.

‘Capability Consider the following actions
~ Enere eccalton Crea and procedures are ciearly dshned in Comy e and
Ability to receive e B v e el
early for [, icats and of!
potential crisis orgarization
events Test escalation procedures regularly a5 part of busmess resilisnse exsreise pragrams

Crisis management
structure defined
and plan in place

Dievelon & s managemen! SEuclure and plan (o your arganzaon
Organizs & pian review session with crisis team members to updale the plan as needed
Prerform & labletop exercise using & reaistic simulsted crisis Scansiio.

Ensuse 8 “Plan Owner” has been assigned to manage the criss pion candent.

The Plan Owner should

© Monitor stall changes and Lpdale he plan as nesded.

o and updales anraly

o Ensure an “Afler Action Review” is performed aller each plan activation of exescise.
o Updale plans and scheduie the nex! plan review no lates than 12 manihs.

Ability of crisis
management team
to engage or
activate quickly

Devekop (e0usces and procedires Lo snable urgent VinLaUphysical cris am mestings o
okt within miniles of a crises escalalion
Ensiue expeciafions for crisis team member participstion are cleary undersiood and

ed

Faciltate dills of exercises in 8 varely of formats 16 lrin and imgove I 6 respanss
cagabitty

+ Monitcr and report crisis response plan updale and exercise siatus ko seniar leadership 1o

ensuce comgliance

Designaie  Business Resilience Program Lead/Cocrdnaior and 3 Senar
L

Wil respansiy 1 the health of plans
capabity
Regular crisls [, nesignate Plan Ouners and Plan Sponscr roles or mach tearm (ypicaly at sach location of
management cperaten)
training and & The Program Lead rale with Pan O el
po i have pecurred.

The Business Resikence Program Lead role will ieport the Status. of exercsss and pans o
1he Senier LeaderCemmites

Involvement from all
levels of the

Ensure Exscutive Leatership suppor for Ui program and designane a Senior Leader 1o
champion fe business resiiency program fof the orgarizaton

Develop internal Iraining and ensure &l stall has Laken the appropriste tiring based on
theit ole in responding Lo Criis incidents.

Devsiop & plan 1o ensure all levels of the crganization understand how 1o
respond 16 disruplive mcidents

To learn more about

strategic business resilience

visit Business Resilience (cha.com)



https://www.cna.com/web/guest/cna/risk-control/prepwise/business-resilience
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