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Why Digital Signatures?

What is the difference between Electronic and
Digital?

MA Regulations

> digital signature solutions
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Very Important

Somewhat Important

Not That Important
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Required by law
Consent/Agreement

Professional authority | | |

Health & safety ! ! |
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Senior executive

Remote employees
Field-based staff
Partners, suppliers, subs

|
|
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Customers or clients

External authorizing professionals
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2-3 days
One week
Two weeks

More than 2 weeks
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Uniform Electronic Transactions Act (UETAIl) — 1999

Electronic Signhatures in Global and National
arce Act (E-Signll) — 2000

LEGAL AUTHORITY



Over 80% of Professional Engineering licensing

electronic signhatures

LEGAL AUTHORITY
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IS ELECTRONIC DIGITAL?



An “Electronic signhature” is a pictorial
representation of a wet signature
within an electronic document

A Digital Signhature is “a digital
nat information has not

DIGITAL SIGNATURES ARE ELECTRONIC



A digital signature includes extra data
which identifies and authenticates the
sender and message data using

public-key encryption

ots a standard

ELECTRONIC SIGNATURES ARE NOT
NECESSARILY DIGITAL



James J. Purcell PE

Professional Engineering Services

Dear Mr. Digital:

This is a letter that represents a slightly less vulnerable document —

it is being transmitted electronically to you as a PDF document,

created by Adobe, which means that you can modify it as you see fit,

as long you have a full Adobe Acrobat product and not just the
Adobe Reader.

If you are interested in modifying it, you can change what it says and
no-one would be able to tell the difference between my original and
your copy. You can also save my signature and seal as pictures and

use them on any document you like.

Sincerely,

ELECTRONIC DOCUMENTS



James J. Purcell PE

Professional Engineering Services





Dear Mr. Digital:

This is a letter that represents the most vulnerable of documents – it is being transmitted electronically to you as a Microsoft Word document, which means that you can modify it as you see fit. Since it has only a picture of my signature on it, it can be modified and printed out to look as if it is an original document signed by me. Oh, and it also has a picture of my seal, so feel free to use that, too, on any document you like.

Sincerely,
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ELECTRONIC
DOCUMENTS

James |. Purcell PE

Professional Engineering Services

Dear Mr. Digital:

This is a letter that represents a protected document — it is being
transmitted electronically to you as a PDF document, created by
Adobe, but also signed using Adobe EchoSign, which is fully
compliant with both UETA and ESignll. This means that if you
attempt to modify it, the document will display a message stating

that it has been signed and cannot be edited.

Furthermore, the document includes an electronic representation of

my seal as part of my digital signature, which is protected to keep

you from copying it.

Sincerely,

James ). Purcell, PE



Self-generated certificates

3'd party certificates
~ Encrypted signature (minimum level)
>

>

DIGITAL ENCRYPTION



Security:

Assume a computer can decipher a 56 bit key in
one second

1e computer would take 150 trillion years to

DIGITAL ENCRYPTION



MA REGULATIONS
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HOW TO CHOOSE DIGITAL SIGNATURE

SOLUTIONS
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Software solutions depend on a various factors

Platform (on-site, online, mobile)
Size of business

ar of need

DIGITAL SOFTWARE



Software InTider

Home » Digital Signature
Compare Digital Signature Software

i+ Filter = View -4 Share
36 results fitered by:  ESIGN Act Compliance ZI - Clear fitter

Product Name

eSignLive by VASCO

Bl 9.0M0
Egggnlwe 7 User Reviews
O Add to Compare

Sponsored @

RightSignature
7410

RightSignature "~ 21 veerreviews

[ Add to Compare

DocuSign
9110

30 User Reviews
" () Add to Compare

Adobe EchoSign



http://digital-signature.softwareinsider.com/#main
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A contract, record, or signature may not be

denied legal effect or enforceability solely
because it is in electronic form

Digital signatures make business sense and

many clients require electronic submission of
documents

not required, they are

eals



Digital signatures are more secure than other
methods

There are many software solutions that can
ne needs of the engineering profession
r frequency of use

IN SUMMARY



For software comparison, visit http://digital-
signature.softwareinsider.com/#main

- Fc ner information, visit the Association for
> Management at

RESOURCES
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