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Why Digital Signatures?

Nhat is the difference between Electronic and




w Document Private Public
Hash

Key

Posidonium

Utamur insolens ea sit, feugiat abhorreant
duo. An cum verear legendos posidonium,

sed ad eripuit oportere accusamus, id h @

eum adipiscing repudiandae.

Vim vocibus appetere te. Sit possit 1 2 3 4 5 6
repudiandae an, mea quas consul i pri

CALIFORNIA
I=———1

in blandit omnesque, aliquam qualisque — ( ) - e
id pro, vim dolore nemore id. $ C— — —
Ne i quo, soluta

inciderint sadipscing no duo, nec aeterno

_James Smith

WHY DIGITAL
SIGNATURES?

Digital
Signature
| James Smith

|

Signed by: James Smith
‘ Date: Jan 17 2013
Time: 14:35pm

Reason: To approve this document

Document

Utamur insolens ea sit, feugiat abhorreant
duo. An cum verear legendos posidonium,
sed ad eripuit oportere accusamus, id
eum adipiscing repudiandae.

Vim vocibus appetere te. Sit possit
repudiandae an, mea quas consul ei pri
in blandit omnesque, aliquam qualisque
id pro, vim dolore nemore id.

Ne sententiae vituperatoribus quo, soluta
inciderint sadipscing no duo, nec aeterno

_James Smith

372051 3280 0.




Very Important

Somewhat Important

Not That Important

0% 10% 20% 30% 40% 50% 60% 70%

© AlIM 2012 www.aiim.org / © ARX 2012 www.arx.com

BUSINESS DRIVERS



Aaay

2-3 days

One week
Two weeks

More than 2 weeks

30%

25%

0% 5% 10% 15% 20%

© AlIM 2012 www.aiim.org / © ARX 2012 www.arx.com

BUSINESS DRIVERS



Board of Registration of
Professional Engineers and _
Land Surveyors

nmmm

Massachusetts Department
of Transportation wassson

%

@IRS Help News ‘ English v |

File Pay Refunds Credits & Deductions Forms & Instructions

< Ov E R N M E N | Home / News / FactSheets / Details on using e-signatures for certain forms

D R | \/ERS Details on using e-signatures for certain forms




Uniform Electronic Transactions Act (UETAI) — 1999
Electronic Signatures in Global and Nationadl

Signll) — 2000
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An “Electronic signature” is a pictorial
representation of a wet signature
within an electronic document
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DIGITAL SIGNATURES ARE ELECTRONIC



A digital signature includes exira data
which identifies and authenticates the
sender and message data using

olic-key encryption

ELECTRONIC SIGNATURES ARE NOT
NECESSARILY DIGITAL
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Dear Mr. Digital:

This is a letter that represents a slightly less vulnerable document —
it is being transmitted electronically to you as a PDF document,
created by Adobe, which means that you can modify it as you see fit,
as long you have a full Adobe Acrobat product and not just the
Adobe Reader.

If you are interested in modifying it, you can change what it says and
no-one would be able to tell the difference between my original and

your copy. You can also save my signature and seal as pictures and

use them on any document you like.

Sincerely,

ELECTRONIC DOCUMENTS
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Dear Mr. Digital:

This is a letter that represents the most vulnerable of documents – it is being transmitted electronically to you as a Microsoft Word document, which means that you can modify it as you see fit. Since it has only a picture of my signature on it, it can be modified and printed out to look as if it is an original document signed by me. Oh, and it also has a picture of my seal, so feel free to use that, too, on any document you like.

Sincerely,
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James J. Purcell, PE 
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James |. Purcell PE

Professional Engineering Services

Dear Mr. Digital:

This is a letter that represents a protected document — it is being
transmitted electronically to you as a PDF document, created by
Adobe, but also signed using Adobe EchoSign, which is fully
compliant with both UETA and ESignll. This means that if you
attempt to modify it, the document will display a message stating

that it has been signed and cannot be edited.

Furthermore, the document includes an electronic representation of

my seal as part of my digital signature, which is protected to keep

you from copying it.

Sincerely,

James ). Purcell, PE
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DIGITAL ENCRYPTION



Security:

Assume a computer can decipher a 56 bit key in
one second

e computer would take 150 frillion years to

DIGITAL ENCRYPTION
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(6) Any document bearing the Registrant's seal must also be appropriately dated and signed
with either a legible hand written Signature adjacent to (not obscuring) the seal or a properly
encrypted digital Signature, in compliance with 250 CMR .

(11) When a digital Signature is applied to an Instrument of Service, it must have an electronic

authentication process attached to it that 1s uniquely associated with the Registrant, can be
authenticated by the recipient, and is uniquely linked to the underlying documents in a manner
that will invalidate the digital Signature if any part of the document is changed.

250 CMR 5.03
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Software solutions depend on a various factors

Platform (on-site, online, mobile)
Size of business
ency of need

DIGITAL SOFTWARE
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Best E-Signature Software

What is E-Signature Software?

E-signature software gives users the ability to gather signatures on documents shared electrenically, eliminating the need for physical documents to record signatures. E-signature software
facilitates the distribution of legally sensitive documents for the collection of electronic signatures. Organizations use e-signature software to encrypt documents, such as sales contracts or
employment paperwork, for which client, employee, or partner signatures are often required. E-signature software frequently integrates with third-party applications, including CRM
software, ERP systems, HR management suites, and accounting, to facilitate quote, contract, and supplier management efferts. Built-in security standards that meet local and federal legal
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Compare E-Signature Software

E-Signature User Satisfaction

"Has the product been a good partner in doing business?’, “Performance and Reliability”, "Enterprise Scalability". and "Integration APIs" are the top four factors that positively impact user
satisfaction for E-Signature products. These factors are determined by an algorithm that selects the attributes that are mest likely to predict user satisfaction within this category.
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A contract, record, or signature may not be
denied legal effect or enforceability solely
because it is in electronic form

Digital signatures are more secure than other
methods

=5 make business sense and many
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IN SUMMARY




Digital signatures are not always required, they
are optional — it depends on the agreement
between two parties

Many agencies now require electronic
submissions — these submissions ARE required to
be digitally signed and sealed

Y software solutions that can
INg profession

IN SUMMARY



For software comparison, visit
hitps://www.capterra.com/digital-signature-software
WWW.Qg2.com/categories/e-signature

For further information, visit the Association for
ond Image Management at
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